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1.1 DappO|2}?

I Decentralized Application

v
v

v

Dapp2 Decentralized Application?| &XI£2 SEX|2| 7|=2 etZ8st ErSYUst=l o{E2|A|0|M
TEIt &S YSHE peer-to-peer network 2{0|M 2E5t1, HO|E & & S52 S5H|2!
CIO|E{H|O| A2 AFESH= O Z2|7|0]M.
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Collectible. Z%;;
Breedable. Zﬁg%i A
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Collect and breed digital cats. ;‘




1.2 Web App Architecture

Web E 22X

|

HTML/CSS/Javascript
Apache/Nginx Webserver

Server Code
Java, Python, Ruby ...

DB Cache
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1.3 Ethereum Dapp Architecture

Dapp 222X

HTML/CSS/Javascript
Web3js
Apache/Nginx Webserver

|

EVM

Blockchain
(account data,
contract code)

Ethereum Dapp Instance 1
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Dapp E 2t %

HTML/CSS/Javascript
Web3js
Apache/Nginx Webserver

|

EVM

Blockchain
(account data,
contract code)

Ethereum Dapp Instance 2



1.4 Dapp} Z2E2

| =2 EZ(Protocol)0|2l?

ﬂJIO

o|0f.
TCP(Transmission Control Protocol)2Z} IP(Internet Protocol).

AN

v ZZ2EZ(Protocol) EE= EAl 4Qk2 22|71 EAISH= HiAl
CIE{LlO M CHEXQI T2 ESR

| EEX20M =2 EE2| 2|0

IE‘I o= EOI 2 Ec':(Node) ._7543}% YAE Z2EZSZ X|E

The Web Blockchain

| APPLICATION LAYER |

APPLICATIONS

LAYER PROTOCOL

LAYER

VALUE CAPTURED
VALUE CAPTURED

l »
Lr'PRorocoL LAYER l L

Joel Monegro2/ Fat Protocol
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1.5 Dapp2t Z2E=

Technology
Protocol Ethereum
Coin ETH
Dapp Cryptokitties
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Blockchain
EOS Loopchain
ICON
EOS (loopchain
based coin)
Mithril
(Plactal) Bluewhale

Qtum

QTM
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| EEx212 ME[EE= H| 32| S74712E HiRIAMZE = AS.

3/111111\ é
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o3 A =4 B
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- VISA

v/ "OfOFE EC2(71e) ME AMH|A)Q| O|C|Y AtO|= 72 A[ZE S 0.04 EE{CL O|HE|Z2

ethereum
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| 22x9l0| 2 SRS IX|sH M2 BH0| M3 .

) IO X 2| S=(Z2 M|, processing speed)
) HO|e d4F £X (&35, validation speed)
) HO|H Mot £ (4| ER3, network relay speed)
4) =0|Lt= IOl 2 7|(M&E-S 1L, storage)
) SO| 20| HOot= & H(HS Q2 =, the number of validators)
) 2& S S8 Z= 1= O| Ot (0 E2|# 0|, scalability on codes and applications)
)

28| 2l/2 M|l 7{H | A (on-chain/off-chain governance)
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Approximations Gas price
Param Compute (us) History (bytes) State (bytes) Bandwidth Bloom topic Mem quad Computed Actual
DuP 3 3 3 FASTESTSTEP
4 SWAP 3 3 3 FASTESTSTEP
PUSH 3 3 3 FASTESTSTEP
7 ADD 3 3 3 FASTESTSTEP
MuUL 5 5 5 FASTSTEP
9 suB 3 3 3 FASTESTSTEP
o DIV 5 5 5 FASTSTEP
1 SDIV 5 5 5 FASTSTEP
2 MOD 5 5 5 FASTSTEP
3 SMOD 5 5 5 FASTSTEP
4 ADDMOD 8 8 8 MIDSTEP
5 MULMOD 8 8 8 MIDSTEP
6 EXPBASE 10 10 10 SLOWSTEP
7 EXPBYTE 10 10 10
8 SIGNEXTEND 5 5 5 FASTSTEP
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2.2.4 5HtH Deploy®E IE=HIE £~ giC

| Fail-Safe Mode O{F{L| & 7H&

v C|E20]| 57| Mol L=9| fail-safe(RF UX|) HFHLISS E&HA|7 &S WMItssE MZIsHS
H{ 10l CHH|SH7 .
v “Qolo| 0|7} R E|QUSLINNT, “EFRQ| A7} H|Qko| Rtolint Zt2 719 ?” tE= 0|QF SALS
HES 1P| x*’*oi 5= AOE H2AMO| 7|SS £
I Smart ContractOll X{%St= Token2| & X|ets}7|
v' Smart Contract0l| & = = EZQ| &= HES| Mefstr|. 24 =, Hutge] = =3
H 7t Q= AR Ol2{st X20| &AE 4 Q7| E.
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v ZEHQI2 BT HOEE F3Y 4 s PHS XTI Y|P, AL HEHE RS T8

7101 7|= FLHO| =2&/7] /2.

Transactions Token Transfers Code Read Contract Events Comments (13)

L

The compiled contract might be susceptible to ZeroFunctionSelector (very low-severity), DelegateCallReturnValue (low-severity), ECRecoverMalformedinput (medium-severity),
SkipEmptyStringLiteral (low-severity) Solidity compiler bugs.

@© Contract Source Code Verified (Exact match)

Contract Name: IcxToken Optimization Enabled: Yes

Compiler Version: v0.4.11+commit.68ef5810 Runs (Optimiser): 0

Contract Source Code </>

1 pragma solidity A0.4.11;

2

3+ contract Migrations {

4 address public owner;

5 uint public last_completed_migration;

6

7~ modifier restricted() {

8 if (msg.sender == owner) _;

9 1

10

11~  function Migrations() {

12 owner = msg.sender;

13 }

14

15~  function setCompleted(uint completed) restricted {
16 last_completed_migration = completed;
17 }

18

theloOp
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2.2.6 ADIEZIEZE Z|okx

1 function splitDAO(

|2

3
4.
5
6
7
8

(o)

10
11
12
13
14 }

uint _proposallD,
address _newCurator

) noEther onlyTokenholders returns (bool _success) {

// Burn DAO Tokens

Transfer(msg.sender, @, balances[msg.sender]);

withdrawRewardFor(msg.sender); // be nice, and get his rewards
totalSupply -= balances[msg.sender];

balances[msg.sender] = 0;

paidOut[msg.sender] = 0;
return true;

1. splitDAO() 2 &.

2. _recipient.call.value(_amount))&
=ofl 0| 3.

3. balances[msg.sender] = 00|
=0 Xpalo| ZH7F HH|O| E K|V
M0 CHA| splitDAO() 2 =.

1~ function withdrawRewardFor(address _account) noEther internal returns (bool _success) {
if ((balanceOf(_account) * rewardAccount.accumulatedInput()) / totalSupply < paidOut[_account])

Ooo~NOYUT A WN

10
11 }

throw;

uint reward =

(balanceOf(_account) * rewardAccount.accumulatedInput()) / totalSupply - paidOut[_account];

if (!rewardAccount.payOut(_account, reward))

throw;

paidOut[_account] += reward;
return true;

1~ function payOut(address _recipient, uint _amount) returns (bool) {
if (msg.sender != owner || msg.value > @ || (payOwnerOnly && _recipient != owner))

2

3

4.

5

6

7

8

9
10 }

a4

theloOp

throw;

if (_recipient.call.value(_amount)()) {
PayOut(_recipient, _amount);

return true;

} else {
return false;

}



2.2.6 AOIEZAEE F|obH Fo|
| H2H|0{X} & delegatecall &

v 20173 78 0|4 2|2 WIER D AN EHMEZ 2 ETH H ARz 2hA
v E3 MY ufje| MEE NESH= high-profile HE|A|T ZAEZE0||A| 153,037 ETH (~330) £ Lt

v SFE ForEO| WHE HEME £ o EUTM H
. BEIAIT KO HEFY ARA ESS 93t EAMMA
. ZEMES BE WEE O|HsHe UM
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2.2.6 ADIEZIEE F|okM =0

| Z2H|0{X} & delegatecall 2

1~ contract Wallet is WalletEvents { * fallback &=
2 address _walletLibrary; CIE SFA0ll Ol Xl ore I H o SEC|L 3tA
3+ function Wallet(address[] _owners, uint _required, uint _daylimit) { - I.'— ':'_'_O" HO E|X| = H 7| =25 EEEI =
4 bytes4 sig = bytes4(sha3("initWallet(address[],uint256,uint256)"));
5 address target = _walletLibrary;
6~ assembly {
7 delegatecall(sub(gas, 10000), target, 0x@, add(argsize, 0x4), 0x0, 0x0)
8 1
9 }
10~ function() payable {
11 if (msg.value > @)
12 Deposit(msg.sender, msg.value);
13 else if (msg.data.length > @) . .
14 | _walletLibrary.delegatecall(msg.data); |~ 1- contr‘act.: Wa}lgtlerqr‘y 15‘Walle‘FE\./ents {
15 } 2~ function initDaylimitCuint _limit) {
6 % 3 m_dailyLimit = _limit;
* walletLibrary 0| | M2 9/ st 4 wlastbay = todayO);
§%-6'-—I-EI-' 655 }1; ti initMulti dCadd 0 int ired) {
~ - v unction initMultiowned(address[] _owners, uint _require
Ol @ =k[= 2t0[E2{2| & 7 ’ 4
msg.data0i 2|50 278 = Cf. 8 3}
9~ function initWallet(address[] _owners, uint _required, uint _daylimit) {
10 initDaylimit(_daylimit);
11 initMultiowned(_owners, _required);
12 }
13 1}

ot dE

» initWallet : X|Zf 2 7|‘+§+Er
= initDaylimit : & ZZ Aot %
= initMultiowned : 7(|7F°| HotS

N O_I.

theloOp



2.2.6 ADIEZAEUE F|obd Fof
| Z2H|0{X} & delegatecall 2

v &8 internal2 HH3 1 ZAEBIE 9| initializes= SHHDE 7Hs6HE 2 i X|

9 mEEE js/src/contracts/snippets/enhanced-wallet.sol Show comments View v

33 @@ -104,7 +104,7 @@ contract WalletLibrary is WalletEvents {

// constructor is given number of sigs required to do // constructor is given number of sigs required to do
protected "onlymanyowners" transactions protected "onlymanyowners" transactions
// as well as the selection of addresses capable of // as well as the selection of addresses capable of
confirming them. confirming them.
- function initMultiowned(address[] _owners, uint + function initMultiowned(address[] _owners, uint
_required) { _required) internal {
m_numOwners = _owners. length + 1; m_numOwners = _owners. length + 1;
m_owners[1] = uint(msg.sender); m_owners[1] = uint(msg.sender);
m_ownerIndex[uint(msg.sender)] = 1; m_ownerIndex[uint(msg.sender)] = 1;
33 @@ -198,7 +198,7 @@ contract WalletLibrary is WalletEvents {
} }
// constructor — stores initial daily limit and records // constructor - stores initial daily limit and records
the present day's index. the present day's index.
- function initDaylimit(uint _limit) { + function initDaylimit(uint _limit) internal {
m_dailyLimit = _limit; m_dailyLimit = _limit;
m_lastDay = today(); m_lastDay = today();
} }
33 @@ -211,9 +211,12 @@ contract WalletLibrary is WalletEvents {
m_spentToday = 0; m_spentToday =
} }

+ // throw unless the contract is not yet initialized.
+ modifier only_uninitialized { if (m_numOwners > 0
theloop o Lardn ’
throw; _; }



2.2.7 Checks-Effects-Interactions Pattern A2

| AL 42| TfH

contract Fund {
/// Z2EYES Ol X2 FE f¥
mapping(address => uint) shares;

/// X2 Q&
function withdraw() {
if (msg.sender.send(shares[msg.sender])
shares[msg.sender] = 0;

theloOp

= =&t EtherE BEWlEX|, E2S 82 5)E MK
E:
—_

= FOOF oI, CHE A|ofme| s XHE2

contract Fund {
/// ZEEYEQ o X222 ig
mapping(address => uint) shares;

/// XN2E &
function withdraw() {
var share = shares[msg.sender];
shares[msg.sender] = 0;
if (!msg.sender.send(share))
throw;
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